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NO.1 Which TAP method requires the supplicant and the authentication server to mutually
authenticate

with digital certification?

A. EAP-SIM

B. EAR-TLS

C. AP-TTTS

D. EAP-PEAP

Answer: D

NO.2 A network administrator is configuring a VSC that enforces WPA2 with preshared keys (PSK) on
an HP Controller. The VSC must support Voice over IP (VoIP) applications, so the network
administrator enables opportunistic key caching to support fast roaming. When the network
administrator saves the VSC settings, an error indicates 802.1X is required.

How should the network administrator resolve this error?

A. By purchasing a premium mobility license for the controller, which will allow the controller to
support opportunistic key cashing with 802.1X.

B. By enabling 802.1X but leaving in WPA2 key source set to static so that both forms of
authentication are supported.

C. By enabling wireless mobility as an authentication method for meeting the fast roaming
requirements.

D. By enabling opportunistic key caching: this feature is not required for fast roaming in a VSC
such as this.

Answer: B

NO.3 How do HP MSM products, which support the optimized WLAN architecture, forward client
traffic

onto the wired network?

A. The APs can forward traffic for the some VSCs directly onto the wired network, but forward
traffic tunneled or access-controlled VSCs to the controller.

B. The controller always forwards traffic onto the wired network, thereby simplifying management
and improving security.

C. While an individual AP must either forward all traffic locally or forward all traffic to the controller,
different APs can exhibit different behaviors based on the needs of the company.

D. The APs always forward traffic directly onto the wired network, thereby optimizing the traffic
flow.

Answer: C

NO.4 A company wants to increase its security by adding its security by adding a wireless intrusion
detection system/intrusion prevention system (IDS/IPS), which could detect rogue APs and Wi-Fi
Protected Access (WPA) attacks. Which product would provide this extra layer of security?

A. HP Threat management Services z1 Module

B. HP RF Manager

C. HP TippingPoint IPS Platform

D. HP Intelligent management Center (IMC) with Endpoint Admission Defense (EAD)
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Answer: B

NO.5 Which statement accurately describes 802 11i Mixed Mode?

A. The AP sends all stations a TKIP group key.

B. The AP sends all stations both a TKIP and an AES group key.

C. The AP sends stations using TKIP a TKIP group key and stations using AES an AES group key
D. The AP sends all stations an AES group key

Answer: D
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