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NO.1 Which option is an attribute of a day-zero attack?
A. It can be mitigated with content inspection that is based on static rulesets
B. It can be prevented through RFC application-level compliance checks.
C. It consists of a set of known threat vectors
D. It can be mitigated through the external intelligence and contextual awareness
Answer: D

NO.2 NGIPS rulesets are configured using which management application?
A. FireSIGHT Management Center
B. Cisco IDM
C. Cisco IME
D. Cisco ASDM
Answer: A

NO.3 Which two guidelines are important when showing proof of value using Cisco dCloud? (Choose
two.)
A. Have demonstration screens open and prepopulated with data
B. Prepare primary customer takeaways
C. Ensure that the correct software versions are installed on demonstration equipment.
D. Ensure that the customer has Cisco SIO cloud access.
E. Install FireSIGHT Management Center on a demonstration workstation
Answer: A,B

NO.4 Which FirePOWER services feature is associated with FireSIGHT recommendations that may be
automatically applied as policy?
A. URL filtering
B. AMP
C. AVC
D. IPS
Answer: B

NO.5 Which security technique should be implemented to remediate after a threat is discovered?
A. application control
B. web security deployment
C. retrospection
D. NGIPS ruleset
Answer: C

NO.6 Which two options are objectives that are defined as part of the "before" stage of the attack
continuum? {Choose two.)
A. harden
B. retrospection
C. enforce
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D. detect
E. shun
Answer: A,C
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